2015 Interim Clause Set - Clause Text
Only (Feb 2015)

DEFINITIONS, CAPITALIZATION, AND HEADINGS (FEB 2015).........orovvveeeereseesesseeecessssseeeseseeeseessssessseeessen 2
AUTHORIZED AGENT (FEB 2015) ......evvvveeeeroeeeeeseeeeeeseosssseessssesssesssseessseeseeessssssssesssesesssesssssessseesssssssseeesessssssssseseee 3
AWARD NOTIFICATION (FEB 2015) ....vvvveceooeeeeeeeeeeseeesseesseeeeesessseessseeeseeessssssssesssesesssesssssesssessssssssseeesssesseesseseees 4
BOARD AS PROCUREMENT AGENT (FEB 2015) .......vvvveeeeeeeeneeeeeeeesseesseeseseeeseessssesssseesseesssessseseeeeessssesssseessen 4
DISCLOSURE OF CONFLICTS OF INTEREST OR UNFAIR COMPETITIVE ADVANTAGE (FEB 2015).........4
DUTY TO INQUIRE (FEB 2015) w..eervvvveeeereeeseeseeeeesssesssssssssesssssessssssssessssesssessssssssssssssesssssesssesssssssssesssessssssssseeseoen 4
PROHIBITED COMMUNICATIONS AND DONATIONS (FEB 2015) ... ..vvvveeoeressesseveeesessseseseseeesessseesssseeseeen 4
QUESTIONS FROM OFFERORS (FEB 2015)........uuurerveveeereessesssesesssessssssssseessssssesssssessssssssesssssessssssssssssseesssesssseees 5
SUBMITTING CONFIDENTIAL INFORMATION (FEB 2015)......cccruueeereereeeseessessseeesssessseesssseessessssssssseesssessseees 5
CONFERENCE -- PRE-BID/PROPOSAL -- MANDATORY (FEB 2015) .....v.cooumeevereeeeersesseessseeoseeesseesssseesseesseeees 6
CONTENTS OF OFFER (RFP) (FEB 2015) .....vvvccooeereeeeeeeesesesseessesesesessssessssessesesssssssesesssesssssesssseesesessssssssseesessssseees 6
OPENING PROPOSALS -- INFORMATION NOT DIVULGED (FEB 2015) ........ovvveeereeesreeeeeeereesseeeseeeeeesessneens 6
SERVICE PROVIDER SECURITY ASSESSMENT QUESTIONNAIRE - REQUIRED (FEB 2015)............ccccoon... 7
SUBCONTRACTOR — IDENTIFICATION (FEB 2015).........roooveeeeereeeseeeeseeesssseseeeseeeessesssseesssseesssessssessseesessssseees 7
DISCUSSIONS AND NEGOTIATIONS — OPTIONAL (FEB 2015).........eroveveeeeeseesesseseeeseessseeeseseessessssesssseessen 7
DISCUSSIONS AND NEGOTIATIONS = REQUIRED (FEB 2015)..........ooroovveeeeeseereeseseeesesssseeeseseeeseesssesssseessen 8
ASSIGNMENT, NOVATION, AND CHANGE OF NAME, IDENTITY, OR STRUCTURE (FEB 2015)............... 8
BANKRUPTCY = GENERAL (FEB 2015) ......ovvvveeeereeeeeeeeseessesessssssseessseessesssssssssessssesssssesssesssssssssesssessssesseseeseoen 8
CONTRACT DOCUMENTS & ORDER OF PRECEDENCE (FEB 2015).......c.ouuueeeeveeeesreseseessseeesseesseesssseesssesseeees 9
NO INDEMNITY OR DEFENSE (FEB 2015) ......vvcccorueeeeeeeeeesseeessesssseesssessssssssseesssssssesssssesssesssssssssesssessssesssseessoen 9
PAYMENT & INTEREST (FEB 2015) ......ovuueeeveveeerereseessseseesssseessssssseessssesssessssssessessssesssssesseesssesssssesssessssesssseeseoen 9
BANKRUPTCY — GOVERNMENT INFORMATION (FEB 2015)..........ueerrveeeeesessseseseeesessssssssesesssessssesssssesseen 10
CONTRACT DOCUMENTS & ORDER OF PRECEDENCE-SOFTWARE LICENSING-SINGLE AGENCY

(FEB 2005): ....oooeeeveveeeeeoeeeeeeseeeeeseeseeeesseeessseee s eseeeseeee s seeeses e e s e e e e e e e e s s eeseessseeeee 10
CONTRACTOR’S LIABILITY INSURANCE - GENERAL (FEB 2015)..........ccrmmemeeeeeeeeeersssseeeseeesresesssessseeeessnn 10
CONTRACTOR’S LIABILITY INSURANCE — INFORMATION SECURITY AND PRIVACY (FEB 2015).......11
DEFAULT = SHORT FORM (FEB 2015)........vvvveceeeeeseeeeeeeeseiessseessseessesessssesssseseeeesssessssessesessssessssesssessssessseseseson 13
INDEMNIFICATION-THIRD PARTY CLAIMS = GENERAL (NOV 2011) ...vvvveeeereereeeeeeeeessseeseseeeesessseseeeeeee 13
INDEMNIFICATION - THIRD PARTY CLAIMS — DISCLOSURE OF INFORMATION (FEB 2015)................ 13
INDEMNIFICATION-INTELLECTUAL PROPERTY (JAN 2008) ....vvvvvcoreeeeeeeeeeeereeesesssssseesseesseesssseessesssesssseeees 14
INFORMATION SECURITY = DEFINITIONS (FEB 2015) ...vvvcoooueeeeseeeeeereeessesesseesssesssssssseessssssessssssesssesssessssseees 14

INFORMATION SECURITY - SAFEGUARDING REQUIREMENTS (FEB 2015) .....cccoviiiiiiiieiie e 15



INFORMATION SECURITY — LOCATION OF DATA (FEB 2015)......cccuriiirireiresienisreenesee s 17

INFORMATION USE AND DISCLOSURE (FEB 2015).......ccciiiriiriiniireiresreessreesesnee s 17
INFORMATION USE AND DISCLOSURE — STANDARDS (FEB 2015)......ccccoiiiriiinireeeeeenseenesneesesneeens 18
OFFSHORE CONTRACTING PROHIBITED (FEB 2015) .......ctiiiiiiirieieiesieisie et 19
RESTRICTIONS ON PRESENTING TERMS OF USE OR OFFERING ADDITIONAL SERVICES (FEB 2015) 19
SERVICE PROVIDER SECURITY REPRESENTATION (FEB 2015).......cccctiiitieiniinieisenieesie e 19
SOFTWARE LICENSING AGREEMENTS FOR STATEWIDE TERM CONTRACTS (FEB 2015).........ccccoveee 20
SOFTWARE LICENSING AGREEMENTS-SINGLE SOLICITATION (FEB 2015) .....ccoovieiiiieinenecseseee, 20
STATEWIDE TERM CONTRACT (FEB 2015) ......cciiiiieieieiieiee ettt 22
SERVICE PROVIDER SECURITY ASSESSMENT QUESTIONNAIRE (FEB 2015)......cccccovrreienriernreeenrenes 22
SOUTH CAROLINA STANDARD AMENDMENT TO END USER LICENSE AGREEMENTS FOR

COMMERCIAL OFF-THE-SHELF SOFTWARE - SINGLE AGENCY (FEB 2015) .......ccociiiirniiniecreseenennenes 23
SOFTWARE TABLE (FEB 2015) .....cuiitiitiiiireensieessre ettt sn s 23

USF Part IIA, Instructions to Offerors-General:

DEFINITIONS, CAPITALIZATION, AND HEADINGS (FEB 2015)

CLAUSE HEADINGS USED IN THIS SOLICITATION ARE FOR CONVENIENCE ONLY
AND SHALL NOT BE USED TO CONSTRUE MEANING OR INTENT. EVEN IF NOT
CAPITALIZED, THE FOLLOWING DEFINITIONS ARE APPLICABLE TO ALL PARTS OF
THE SOLICITATION, UNLESS EXPRESSLY PROVIDED OTHERWISE.

AMENDMENT means a document issued to supplement the original solicitation document.
BOARD means the South Carolina Budget & Control Board or its successor in interest.

BUSINESS means any corporation, partnership, individual, sole proprietorship, joint stock
company, joint venture, or any other legal entity. [11-35-310(3)]

CHANGE ORDER means any written alteration in specifications, delivery point, rate of
delivery, period of performance, price, quantity, or other provisions of any contract
accomplished by mutual agreement of the parties to the contract. [11-35-310(4)]

CONTRACT See clause entitled Contract Documents & Order of Precedence.

CONTRACT MODIFICATION means a written order signed by the procurement officer,
directing the contractor to make changes which the clause of the contract titled “Changes,” if
included herein, authorizes the Procurement Officer to order without the consent of the
contractor. [11-35-310(9)]

CONTRACTOR means the Offeror receiving an award as a result of this solicitation.
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COVER PAGE means the top page of the original solicitation on which the solicitation is
identified by number. Offerors are cautioned that Amendments may modify information
provided on the Cover Page.

OFFER means the bid or proposal submitted in response this solicitation. The terms Bid and
Proposal are used interchangeably with the term Offer.

OFFEROR means the single legal entity submitting the offer. The term Bidder is used
interchangeably with the term Offeror. See bidding provisions entitled Signing Your Offer and
Bid/Proposal As Offer To Contract.

PAGE TWO means the second page of the original solicitation, which is labeled Page Two.

PROCUREMENT OFFICER means the person, or his successor, identified as such on either the
Cover Page, an amendment, or an award notice.

YOU and YOUR means Offeror.

SOLICITATION means this document, including all its parts, attachments, and any
Amendments.

STATE means the Using Governmental Unit(s) identified on the Cover Page.

SUBCONTRACTOR means any person you contract with to perform or provide any part of the
work.

US or WE means the using governmental unit.

USING GOVERNMENTAL UNIT means the unit(s) of government identified as such on the
Cover Page. If the Cover Page identifies the Using Governmental Unit as “Statewide Term
Contract,” the phrase “Using Governmental Unit” means any South Carolina Public Procurement
Unit [11-35-4610(5)] that has submitted a Purchase Order to you pursuant to the contract
resulting from this solicitation. Reference the clauses titled “Purchase Orders” and *“Statewide
Term Contract.”

WORK means all labor, materials, equipment, services, or property of any type, provided or to
be provided by the Contractor to fulfill the Contractor's obligations under the Contract.
[02-2A003-2]

AUTHORIZED AGENT (FEB 2015)

All authority regarding this procurement is vested solely with the responsible Procurement
Officer. Unless specifically delegated in writing, the Procurement Officer is the only government
official authorized to bind the government with regard to this procurement or the resulting
contract. [02-2A007-1]
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AWARD NOTIFICATION (FEB 2015)

Notice regarding any award, cancellation of award, or extension of award will be posted at the
location and on the date specified on the Cover Page or, if applicable, any notice of extension of
award. Should the contract resulting from this Solicitation have a total or potential value of one
hundred thousand dollars or more, such notice will be sent to all Offerors responding to the
Solicitation and any award will not be effective until the eleventh day after such notice is given.
[02-2A010-2]

BOARD AS PROCUREMENT AGENT (FEB 2015)

The Procurement Officer is an employee of the Board acting on behalf of the Using
Governmental Unit(s) pursuant to the Consolidated Procurement Code. Any contracts awarded
as a result of this procurement are between the Contractor and the Using Governmental Units(s).
The Board is not a party to such contracts, unless and to the extent that the Board is a using
governmental unit, and bears no liability for any party’s losses arising out of or relating in any
way to the contract. [02-2A030-2]

DISCLOSURE OF CONFLICTS OF INTEREST OR UNFAIR COMPETITIVE
ADVANTAGE (FEB 2015)

You warrant and represent that your offer identifies and explains any unfair competitive
advantage you may have in competing for the proposed contract and any actual or potential
conflicts of interest that may arise from your participation in this competition or your receipt of
an award. The two underlying principles are (a) preventing the existence of conflicting roles that
might bias a contractor's judgment, and (b) preventing an unfair competitive advantage. If you
have an unfair competitive advantage or a conflict of interest, the state may withhold award.
Before withholding award on these grounds, an offeror will be notified of the concerns and
provided a reasonable opportunity to respond. Efforts to avoid or mitigate such concerns,
including restrictions on future activities, may be considered. Without limiting the foregoing,
you represent that your offer identifies any services that relate to either this solicitation or the
work and that has already been performed by you, a proposed subcontractor, or an affiliated
business of either. [02-2A047-2]

DUTY TO INQUIRE (FEB 2015)

Offeror, by submitting an Offer, represents that it has read and understands the Solicitation and
that its Offer is made in compliance with the Solicitation. Offerors are expected to examine the
Solicitation thoroughly and should request an explanation of any ambiguities, discrepancies,
errors, omissions, or conflicting statements in the Solicitation. Failure to do so will be at the
Offeror's risk. All ambiguities, discrepancies, errors, omissions, or conflicting statements in the
Solicitation shall be interpreted to require the better quality or greater quantity of work and/or
materials, unless otherwise directed by amendment. Offeror assumes responsibility for any
patent ambiguity in the Solicitation that Offeror does not bring to the State's attention. See clause
entitled “Questions from Offerors.” [02-2A070-2]

PROHIBITED COMMUNICATIONS AND DONATIONS (FEB 2015)
Violation of these restrictions may result in disqualification of your offer, suspension or
debarment, and may constitute a violation of law.
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(@) During the period between publication of the solicitation and final award, you must not
communicate, directly or indirectly, with the Using Governmental Unit or its employees,
agents or officials regarding any aspect of this procurement activity, unless otherwise approved
in writing by the Procurement Officer. All communications must be solely with the Procurement
Officer. [R. 19-445.2010]

(b) You are advised to familiarize yourself with Regulation 19-445.2165, which restricts
donations to a governmental entity with whom you have or seek to have a contract. You
represent that your offer discloses any gifts made, directly or through an intermediary, by you
or your named subcontractors to or for the benefit of the Using Governmental Unit during the
period beginning eighteen months prior to the Opening Date. [R. 19-445.2165] [02-2A087-1]

QUESTIONS FROM OFFERORS (FEB 2015)

(a) Any prospective offeror desiring an explanation or interpretation of the solicitation, drawings,
specifications, etc., must request it in writing. Questions regarding the original solicitation or any
amendment must be received by the Procurement Officer no later than five (5) days prior to
opening unless an earlier date is stated on the Cover Page. Label any communication regarding
your questions with the name of the procurement officer, and the solicitation's title and number.
Oral explanations or instructions will not be binding. [See R. 19-445.2042(B)] Any information
given a prospective offeror concerning a solicitation will be furnished promptly to all other
prospective offerors as an Amendment to the solicitation, if that information is necessary for
submitting offers or if the lack of it would be prejudicial to other prospective offerors. See clause
entitled “Duty to Inquire.” We will not identify you in our answer to your question. (b) The
State seeks to permit maximum practicable competition. Offerors are urged to advise the
Procurement Officer -- as soon as possible -- regarding any aspect of this procurement, including
any aspect of the Solicitation that unnecessarily or inappropriately limits full and open
competition. [See R. 19-445.2140] [02-2A095-2]

SUBMITTING CONFIDENTIAL INFORMATION (FEB 2015)

(An overview is available at www.procurement.sc.gov) For every document Offeror submits in
response to or with regard to this solicitation or request, Offeror must separately mark with the
word "CONFIDENTIAL" every page, or portion thereof, that Offeror contends contains
information that is exempt from public disclosure because it is either (a) a trade secret as defined
in Section 30-4-40(a)(1), or (b) privileged and confidential, as that phrase is used in Section 11-
35-410. For every document Offeror submits in response to or with regard to this solicitation or
request, Offeror must separately mark with the words "TRADE SECRET" every page, or portion
thereof, that Offeror contends contains a trade secret as that term is defined by Section 39-8-20
of the Trade Secrets Act. For every document Offeror submits in response to or with regard to
this solicitation or request, Offeror must separately mark with the word "PROTECTED" every
page, or portion thereof, that Offeror contends is protected by Section 11-35-1810. All markings
must be conspicuous; use color, bold, underlining, or some other method in order to
conspicuously distinguish the mark from the other text. Do not mark your entire response (bid,
proposal, quote, etc.) as confidential, trade secret, or protected. If your response, or any part
thereof, is improperly marked as confidential or trade secret or protected, the State may, in its
sole discretion, determine it nonresponsive. If only portions of a page are subject to some
protection, do not mark the entire page. By submitting a response to this solicitation or request,
Offeror (1) agrees to the public disclosure of every page of every document regarding this
solicitation or request that was submitted at any time prior to entering into a contract (including,
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but not limited to, documents contained in a response, documents submitted to clarify a response,
and documents submitted during negotiations), unless the page is conspicuously marked
"TRADE SECRET" or "CONFIDENTIAL" or "PROTECTED", (2) agrees that any information
not marked, as required by these bidding instructions, as a "Trade Secret"” is not a trade secret as
defined by the Trade Secrets Act, and (3) agrees that, notwithstanding any claims or markings
otherwise, any prices, commissions, discounts, or other financial figures used to determine the
award, as well as the final contract amount, are subject to public disclosure. In determining
whether to release documents, the State will detrimentally rely on Offeror's marking of
documents, as required by these bidding instructions, as being either "Confidential” or "Trade
Secret” or "PROTECTED". By submitting a response, Offeror agrees to defend, indemnify and
hold harmless the State of South Carolina, its agencies, officers and employees, from every
claim, demand, loss, expense, cost, damage or injury, including attorney's fees, arising out of or
resulting from withholding information by the State of South Carolina or any of its agencies, that
Offeror marked as "confidential” or "trade secret” or "PROTECTED". (All references to S.C.
Code of Laws.) [02-2A125-2]

USF Part I1B, Instructions to Offerors-Special:

CONFERENCE -- PRE-BID/PROPOSAL -- MANDATORY (FEB 2015)

See Conference Pre-Bid/Proposal clause. Your failure to attend the conference shall result in
rejection of your offer. Attendance will be evidenced by your representative's signature on the
attendance roster. [R. 19-445.2042] [02-2B020-2]

CONTENTS OF OFFER (RFP) (FEB 2015)

(a) Offers should be complete and carefully worded and should convey all of the information
requested.

(b) Offers should be prepared simply and economically, providing a straightforward, concise
description of offeror’s capabilities to satisfy the requirements of the RFP. Emphasis should be
on completeness and clarity of content.

(c) The contents of your offer must be divided into two parts, the technical proposal and the
business proposal. Each part should be bound in a single volume.

(d) If your offer includes any comment over and above the specific information requested in the
solicitation, you are to include this information as a separate appendix to your offer. Offers
which include either modifications to any of the solicitation’s contractual requirements or an
offeror’s standard terms and conditions may be deemed non-responsive and not considered for
award.

[02-2B040-2]

OPENING PROPOSALS -- INFORMATION NOT DIVULGED (FEB 2015)
In competitive sealed proposals, neither the number or identity of offerors nor prices will be
divulged at opening. [Section 11-35-1530 & R. 19-445.2095(C) (1)] [02-2B110-2]
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USF Part IV, Information for Offerors to Submit:

SERVICE PROVIDER SECURITY ASSESSMENT QUESTIONNAIRE - REQUIRED
(FEB 2015)

[ASK QUESTIONS NOW: If you have a properly qualified third-party report or certification
you believe we should accept in lieu of those identified in item (b), submit a question identifying
same pursuant to the clause titled Questions from Offerors.]

The Contractor must demonstrate that programs, policies and procedures are in place to
adequately provide for the confidentiality, integrity, and availability of the information systems
used by contractor to process, store, transmit, and access all government information. In order for
the State to accurately evaluate the strength and viability of the Contractor’s security policies,
procedures and practices related to confidentiality, integrity and availability, Offerors must
submit with their offers a thorough and complete written response to the Service Provider
Security Assessment Questionnaire (“Response to SPSAQ”) attached to this Solicitation, which
must address all applicable organizations and applicable information systems. The terms used in
this clause shall have the same meaning as the terms defined in the clause titled Information
Security — Definitions. [04-4027-1]

USF Part V, Qualifications:

SUBCONTRACTOR - IDENTIFICATION (FEB 2015)

If you intend to subcontract, at any tier level, with another business for any portion of the work
and that portion either (1) exceeds 10% of your cost, (2) involves access to any “government
information,” as defined in the clause entitled “Information Security - Definitions,” if included,
or (3) otherwise involves services critical to your performance of the work (err on the side of
inclusion), your offer must identify that business and the work which they are to perform.
Identify potential subcontractors by providing the business name, address, phone, taxpayer
identification number, and point of contact. In determining your responsibility, the state may
contact and evaluate your proposed subcontractors. [05-5030-2]

USF Part VI, Award Criteria:

DISCUSSIONS AND NEGOTIATIONS - OPTIONAL (FEB 2015)

Submit your best terms from both a price and a technical standpoint. Your proposal may be
evaluated and your offer accepted without any discussions, negotiations, or prior notice.
Ordinarily, nonresponsive proposals will be rejected outright without prior notice. Nevertheless,
the State may elect to conduct discussions, including the possibility of limited proposal revisions,
but only for those proposals reasonably susceptible of being selected for award. [11-35-1530(6);
R.19-445.2095(1)] If improper revisions are submitted during discussions, the State may elect to
consider only your unrevised initial proposal, provided your initial offer is responsive. The State
may also elect to conduct negotiations, beginning with the highest ranked offeror, or seek best
and final offers, as provided in Section 11-35-1530(8). Negotiations may involve both price and
matters affecting the scope of the contract, so long as changes are within the general scope of the
request for proposals. If negotiations are conducted, the State may elect to disregard the
negotiations and accept your original proposal. [06-6058-1]
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DISCUSSIONS AND NEGOTIATIONS - REQUIRED (FEB 2015)

No award will be made to an offeror until after negotiations have been conducted with that
offeror. As provided in Section 11-35-1530, negotiations must begin with the highest ranking
offeror; accordingly, submit your best terms from both a price and a technical standpoint. In
addition, make sure your offer is responsive; the State will not evaluate or negotiate with a non-
responsive offeror, and ordinarily, nonresponsive proposals will be rejected outright without
prior notice. The State may elect to conduct discussions, including the possibility of limited
proposal revisions, but only for those proposals reasonably susceptible of being selected for
award. [11-35-1530(6); R.19-445.2095(1)] If improper revisions are submitted during
discussions, the State may elect to consider only your unrevised initial offer, but only if your
initial offer is responsive. If a satisfactory contract cannot be negotiated with the highest ranking
offeror, the State may elect to conduct negotiations with other offerors. As provided in Section
11-35-1530(8) the State also may elect to make changes within the general scope of the request
for proposals and provide all responsive offerors an opportunity to submit their best and final
offers. Negotiations may involve both price and matters affecting the scope of the contract, so
long as the changes are within the general scope of the request for proposals. [06-6059-1]

USF Part VIIA, Terms and Conditions - General:

ASSIGNMENT, NOVATION, AND CHANGE OF NAME, IDENTITY, OR STRUCTURE
(FEB 2015)

(a) Contractor shall not assign this contract, or its rights, obligations, or any other interest arising
from this contract, or delegate any of its performance obligations, without the express written
consent of the responsible procurement officer. The foregoing restriction does not apply to a
transfer that occurs by operation of law (e.g., bankruptcy; corporate reorganizations and
consolidations, but not including partial asset sales). Notwithstanding the foregoing, contractor
may assign monies receivable under the contract provided that the state shall have no obligation
to make payment to an assignee until thirty days after contractor (not the assignee) has provided
the responsible procurement officer with (i) proof of the assignment, (ii) the identity (by contract
number) of the specific state contract to which the assignment applies, and (iii) the name of the
assignee and the exact address or account information to which assigned payments should be
made. (b) If contractor amends, modifies, or otherwise changes its name, its identity (including
its trade name), or its corporate, partnership or other structure, or its FEIN, contractor shall
provide the procurement officer prompt written notice of such change. (c) Any name change,
transfer, assignment, or novation is subject to the conditions and approval required by Regulation
19-445.2180, which does not restricts transfers by operation of law. [07-7A004-2]

BANKRUPTCY - GENERAL (FEB 2015)

(@) Notice. In the event the Contractor enters into proceedings relating to bankruptcy, whether
voluntary or involuntary, the Contractor agrees to furnish written notification of the bankruptcy
to the Using Governmental Unit. This notification shall be furnished within two (2) days of the
initiation of the proceedings relating to the bankruptcy filing. This notification shall include the
date on which the bankruptcy petition was filed, the identity of the court in which the bankruptcy
petition was filed, and a listing of all State contracts against which final payment has not been
made. This obligation remains in effect until final payment under this Contract. (b) Termination.
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This contract is voidable and subject to immediate termination by the State upon the contractor’s
insolvency, including the filing of proceedings in bankruptcy. [07-7A005-2]

CONTRACT DOCUMENTS & ORDER OF PRECEDENCE (FEB 2015)

(@) Any contract resulting from this solicitation shall consist of the following documents: (1) a
Record of Negotiations, if any, executed by you and the Procurement Officer, (2) the solicitation,
as amended, (3) documentation of clarifications [11-35-1520(8)] or discussions [11-35-1530(6)]
of an offer, if applicable, (4) your offer, (5) any statement reflecting the state's final acceptance
(a/k/a "award™), and (6) purchase orders. These documents shall be read to be consistent and
complimentary. Any conflict among these documents shall be resolved by giving priority to
these documents in the order listed above.

(b) The terms and conditions of documents (1) through (5) above shall apply notwithstanding
any additional or different terms and conditions in any other document, including without
limitation, (i) a purchase order or other instrument submitted by the State, (ii) any invoice or
other document submitted by Contractor, or (iii) any privacy policy, terms of use, or end user
agreement. Except as otherwise allowed herein, the terms and conditions of all such documents
shall be void and of no effect.

(c) No contract, license, or other agreement containing contractual terms and conditions will be
signed by any Using Governmental Unit. Any document signed or otherwise agreed to by
persons other than the Procurement Officer shall be void and of no effect. [07-7A015-2]

NO INDEMNITY OR DEFENSE (FEB 2015)
Any term or condition is void to the extent it requires the State to indemnify, defend, or pay
attorney’s fees to anyone for any reason. [07-7A045-2]

PAYMENT & INTEREST (FEB 2015)

(a) The State shall pay the Contractor, after the submission of proper invoices or vouchers, the
prices stipulated in this contract for supplies delivered and accepted or services rendered and
accepted, less any deductions provided in this contract. Unless otherwise specified herein,
including the purchase order, payment shall not be made on partial deliveries accepted by the
Government. (b) Unless otherwise provided herein, including the purchase order, payment will
be made by check mailed to the payment address on “Page Two.” (c) Notwithstanding any other
provision, payment shall be made in accordance with S.C. Code Section 11-35-45, or Chapter 6
of Title 29 (real property improvements) when applicable, which provides the Contractor's
exclusive means of recovering any type of interest from the Owner. Contractor waives
imposition of an interest penalty unless the invoice submitted specifies that the late penalty is
applicable. Except as set forth in this paragraph, the State shall not be liable for the payment of
interest on any debt or claim arising out of or related to this contract for any reason. (d) Amounts
due to the State shall bear interest at the rate of interest established by the South Carolina
Comptroller General pursuant to Section 11-35-45 (“an amount not to exceed fifteen percent
each year™), as amended, unless otherwise required by Section 29-6-30. (e) Any other basis for
interest, including but not limited to general (pre- and post-judgment) or specific interest statutes,
including S.C. Code Ann. Section 34-31-20, are expressly waived by both parties. If a court,
despite this agreement and waiver, requires that interest be paid on any debt by either party other
than as provided by items (c) and (d) above, the parties further agree that the applicable interest
rate for any given calendar year shall be the lowest prime rate as listed in the first edition of the
Wall Street Journal published for each year, applied as simple interest without compounding. (f)
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The State shall have all of its common law, equitable and statutory rights of set-off. [07-7A055-
3]

USF Part VIIB, Terms and Conditions - Special:

BANKRUPTCY - GOVERNMENT INFORMATION (FEB 2015)

(@) All government information (as defined in the clause herein entitled “Information Security -
Definitions”) shall belong exclusively to the State, and Contractor has no legal or equitable
interest in, or claim to, such information. Contractor acknowledges and agrees that in the event
Contractor enters into proceedings relating to bankruptcy, whether voluntary or involuntary,
government information in its possession and/or under its control will not be considered property
of its bankruptcy estate.

(b) Contractor agrees to notify the State within forty-eight (48) hours of any determination that it
makes to file for bankruptcy protection, and Contractor further agrees to turn over to the State,
before such filing, all government information that is in Contractor’s possession in a format that
can be readily utilized by the State.

(c) In order to protect the integrity and availability of government information, Contractor shall
take reasonable measures to evaluate and monitor the financial circumstances of any
subcontractor that will process, store, transmit or access government information. [07-7B007-1]

CONTRACT DOCUMENTS & ORDER OF PRECEDENCE-SOFTWARE LICENSING-
SINGLE AGENCY (FEB 2015):

Notwithstanding the clause entitled "Contract Documents & Order of Precedence,” but as
provided in the clause titled “Software Licensing Agreements—Single Solicitation,” any contract
awarded pursuant to this solicitation shall not include a software licensing agreement. Further,
the document titled South Carolina Standard Amendment To End User License Agreements For
Commercial Off-The-Shelf Software — Single Agency, which is attached hereto as an exhibit, is
offered as information only and does not form part of the contract. [07-7B042-1]

CONTRACTOR’S LIABILITY INSURANCE - GENERAL (FEB 2015)

(a) Without limiting any of the obligations or liabilities of Contractor, Contractor shall procure
from a company or companies lawfully authorized to do business in South Carolina and with a
current A.M. Best rating of no less than A: VII, and maintain for the duration of the contract,
insurance against claims for injuries to persons or damages to property which may arise from or
in connection with the performance of the work and the results of that work by the contractor, his
agents, representatives, employees or subcontractors.

(b) Coverage shall be at least as broad as:

(1) Commercial General Liability (CGL): Insurance Services Office (ISO) Form CG 00 01 12 07
covering CGL on an *“occurrence” basis, including products-completed operations, personal and
advertising injury, with limits no less than $1,000,000 per occurrence. If a general aggregate
limit applies, the general aggregate limit shall be twice the required occurrence limit. This
contract shall be considered to be an “insured contract” as defined in the policy.

(2) Auto Liability: ISO Form Number CA 00 01 covering any auto (Code 1), or if Contractor has
no owned autos, hired, (Code 8) and non-owned autos (Code 9), with limits no less than
$1,000,000 per accident for bodily injury and property damage.
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(3) Worker’s Compensation: As required by the State of South Carolina, with Statutory Limits,
and Employer’s Liability Insurance with limit of no less than $1,000,000 per accident for bodily
injury or disease.

(c) Every applicable Using Governmental Unit, and the officers, officials, employees and
volunteers of any of them, must be covered as additional insureds on the CGL policy with
respect to liability arising out of work or operations performed by or on behalf of the Contractor
including materials, parts or equipment furnished in connection with such work or operations.
General liability coverage can be provided in the form of an endorsement to the Contractor’s
insurance at least as broad as ISO Form CG 20 10 11 85 or if not available, through the addition
of both CG 20 10 and CG 20 37 if a later edition is used.

(d) For any claims related to this contract, the Contractor’s insurance coverage shall be primary
insurance as respects the State, every applicable Using Governmental Unit, and the officers,
officials, employees and volunteers of any of them. Any insurance or self-insurance maintained
by the State, every applicable Using Governmental Unit, or the officers, officials, employees and
volunteers of any of them, shall be excess of the Contractor’s insurance and shall not contribute
with it.

(e) Prior to commencement of the work, the Contractor shall furnish the State with original
certificates and amendatory endorsements or copies of the applicable policy language effecting
coverage required by this section. All certificates are to be received and approved by the State
before work commences. However, failure to obtain the required documents prior to the work
beginning shall not waive the Contractor’s obligation to provide them. The State reserves the
right to require complete, certified copies of all required insurance policies, including
endorsements required by this section, at any time.

(F) Should any of the above described policies be cancelled before the expiration date thereof,
notice will be delivered in accordance with the policy provisions. In addition, the Contractor
shall notify the State immediately upon receiving any information that any of the coverages
required by this section are or will be changed, cancelled, or replaced.

(9) Contractor hereby grants to the State and every applicable Using Governmental Unit a waiver
of any right to subrogation which any insurer of said Contractor may acquire against the State or
applicable Using Governmental Unit by virtue of the payment of any loss under such insurance.
Contractor agrees to obtain any endorsement that may be necessary to effect this waiver of
subrogation, but this provision applies regardless of whether or not the State or Using
Governmental Unit has received a waiver of subrogation endorsement from the insurer.

(h) Any deductibles or self-insured retentions must be declared to and approved by the State. The
State may require the Contractor to purchase coverage with a lower deductible or retention or
provide proof of ability to pay losses and related investigations, claim administration, and
defense expenses within the retention.

(i) The State reserves the right to modify these requirements, including limits, based on the
nature of the risk, prior experience, insurer, coverage, or other special circumstances.
[07-7B056-2]

CONTRACTOR’S LIABILITY INSURANCE - INFORMATION SECURITY AND
PRIVACY (FEB 2015)

[ASK QUESTIONS NOW: For products providing the coverages required by this clause, the
insurance market is evolving. Our research indicates that the requirements stated herein reflect
commercially-available insurance products. Any offeror having concerns with any specific
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requirements of this clause should communicate those concerns to the procurement officer well
in advance of opening.]

(a) Without limiting any other obligations or liabilities of Contractor, Contractor shall procure
from a company or companies lawfully authorized to do business in South Carolina and with a
current A.M. Best rating of no less than A: VII, and maintain for the duration of the contract, a
policy or policies of insurance against claims which may arise from or in connection with the
performance of the work and the results of that work by the contractor, his agents,
representatives, employees, subcontractors or any other entity for which the contractor is legally
responsible.

(b) Coverage must include claims for:

(1) information security risks, including without limitation, failure to prevent unauthorized access
to, tampering with or unauthorized use of a computer system; introduction of malicious codes,
computer viruses, worms, logic bombs, etc., into data or systems; or theft, damage, unauthorized
disclosure, destruction, or corruption of information in whatever form;

(ii) privacy risks, including (A) failure to properly handle, manage, store, destroy, or otherwise
control non-public personally identifiable information in any format; (B) loss or disclosure of
confidential information; and (C) any form of invasion, infringement or interference with rights
of privacy, including breach of security/privacy laws or regulations;

(iii) contractual liability for the contractor’s obligations described in the clauses titled
“Indemnification - Third Party Claims — Disclosure Of Information” and “Information Use And
Disclosure;” and

(iv) errors, omissions, or negligent acts in the performance, by the contractor or by any entity for
which the contractor is legally responsible, of professional services included in the work.

(c) If the work includes content for internet web sites or any publications or media
advertisements, coverage must also include claims for actual or alleged infringement of
intellectual property rights, invasion of privacy, as well as advertising, media and content
offenses.

(d) If the work includes software, coverage must also include claims for intellectual property
infringement arising out of software and/or content (with the exception of patent infringement
and misappropriation of trade secrets)

(e) Coverage shall have limits no less than five million ($5,000,000.00) dollars per occurrence
and ten million ($10,000,000.00) dollars aggregate.

(F) If the insurance required by this clause is procured on a form affording “claims-made”
coverage, then (i) all limits stated above as “per occurrence” shall be understood to mean “per
claim” or “per occurrence,” as is consistent with the terms of the “claims-made” policy; and (ii)
such claims-made insurance shall provide for a retroactive date no later than the date the contract
is awarded.

(9) All terms of this clause shall survive termination of the contract and shall continue until thirty
(30) days past the final completion of the work, including the performance of any warranty work.
In addition, contractor shall maintain in force and effect any “claims-made” coverage for a
minimum of two (2) years after final completion of all work or services to be provided
hereunder. Contractor shall purchase an extended reporting period, or “tail coverage,” if
necessary to comply with the latter requirement.

(h) Every applicable Using Governmental Unit, and the officers, officials, employees and
volunteers of any of them, must be covered as additional insureds on the policy or policies of
insurance required by this clause.
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(1) For any claims related to this contract, the insurance coverage required by this clause shall be
primary insurance as respects the State, every applicable Using Governmental Unit, and the
officers, officials, employees and volunteers of any of them. Any insurance or self-insurance
maintained by the State, every applicable Using Governmental Unit, or the officers, officials,
employees and volunteers of any of them, shall be excess of the Contractor’s insurance and shall
not contribute with it.

() Prior to commencement of the work, the Contractor shall furnish the State with original
certificates of insurance for every applicable policy effecting the coverage required by this
clause. All certificates are to be received and approved by the Procurement Officer before work
commences. However, failure to obtain the required documents prior to the work beginning shall
not waive the Contractor’s obligation to provide them. The State reserves the right to require
complete, certified copies of all required insurance policies, including policy declarations and
any endorsements required by this section, at any time.

(k) Should any of the above described policies be cancelled before the expiration date thereof,
notice will be delivered in accordance with the policy provisions. In addition, the Contractor
shall notify the State immediately upon receiving any information that any of the coverages
required by this clause are or will be changed, cancelled, or replaced.

(I) Contractor hereby grants to the State and every applicable Using Governmental Unit a waiver
of any right to subrogation which any insurer of said Contractor may acquire against the State or
applicable Using Governmental Unit by virtue of the payment of any loss under such insurance
as is required by this clause. Contractor agrees to obtain any endorsement that may be necessary
to effect this waiver of subrogation, but this provision applies regardless of whether or not the
State or Using Governmental Unit has received a waiver of subrogation endorsement from the
insurer.

(m) Any deductibles or self-insured retentions must be declared to and approved by the State.
The State may require the Contractor to purchase coverage with a lower deductible or retention
or provide proof of ability to pay losses and related investigations, claim administration, and
defense expenses within the retention. [07-7B058-1]

DEFAULT - SHORT FORM (FEB 2015)

The state may terminate this contract, or any part hereof, for cause in the event of any default by
the contractor, or if the contractor fails to comply with any material contract terms and
conditions, or fails to provide the state, upon request, with adequate assurances of future
performance. In the event of termination for cause, the state shall not be liable to the contractor
for any amount for supplies or services not accepted, and the contractor shall be liable to the state
for any and all rights and remedies provided by law. If it is determined that the state improperly
terminated this contract for default, such termination shall be deemed a termination for
convenience. [07-7B080-2]

INDEMNIFICATION-THIRD PARTY CLAIMS - GENERAL (NOV 2011)
[Title change only]

INDEMNIFICATION - THIRD PARTY CLAIMS - DISCLOSURE OF INFORMATION
(FEB 2015)

(a) Without limitation, Contractor shall defend and hold harmless Indemnitees from and against
any and all suits, claims, investigations, or fines (hereinafter “action”) of any character (and all
related damages, settlement payments, attorneys' fees, costs, expenses, losses or liabilities) by a
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third party which arise out of or in connection with a disclosure of government information (as
defined in the clause titled Information Security - Definitions) caused in whole or in part by any
act or omission of contractor, its subcontractors at any tier, their employees, workmen, servants,
agents, or anyone directly or indirectly employed by them or anyone for whose acts any of them
may be liable, regardless of whether or not caused in part by an Indemnitee, and whether or not
such action is brought by a third party or an Indemnitee, but only if the act or omission
constituted a failure to perform some obligation imposed by the contract or the law.

(b) Indemnitee must notify contractor in writing within a reasonable period of time after
Indemnitee first receives written notice of any action. Indemnitee’s failure to provide or delay in
providing such notice will relieve contractor of its obligations under this clause only if and to the
extent that such delay or failure materially prejudices contractors ability to defend such action.
Indemnitee must reasonably cooperate with contractor's defense of such actions (such
cooperation does not require and is without waiver of an Indemnitees attorney/client, work
product, or other privilege) and, subject to Title 1, Chapter 7 of the South Carolina Code of
Laws, allow contractor sole control of the defense, so long as the defense is diligently and
capably prosecuted. Indemnitee may participate in contractor’s defense of any action at its own
expense. Contractor may not, without Indemnitee’s prior written consent, settle, compromise, or
consent to the entry of any judgment in any such commenced or threatened action unless such
settlement, compromise or consent (i) includes an unconditional release of Indemnitee from all
liability related to such commenced or threatened action, and (ii) is solely monetary in nature and
does not include a statement as to, or an admission of fault, culpability or failure to act by or on
behalf of, an Indemnitee or otherwise adversely affect an Indemnitee. Indemnitee’s consent is
necessary for any settlement that requires Indemnitee to part with any right or make any payment
or subjects Indemnitee to any injunction.

(c) Notwithstanding any other provision, contractor’s obligations pursuant to this clause are
without any limitation whatsoever. Contractor’s obligations under this clause shall survive the
termination, cancellation, rejection, or expiration of the contract. This provision shall be
construed fairly and reasonably, neither strongly for nor against either party, and without regard
to any clause regarding insurance.

(d) "Indemnitee™ means the State of South Carolina, its instrumentalities, agencies, departments,
boards, political subdivisions and all their respective officers, agents and employees. [07-7B102-
1]

INDEMNIFICATION-INTELLECTUAL PROPERTY (JAN 2006)
*k%k

[07-7B103-1]

[title and clause number change only]

INFORMATION SECURITY - DEFINITIONS (FEB 2015)

The following definitions are used in those clauses that cross reference this clause.

Compromise means disclosure of information to unauthorized persons, or a violation of the
security policy of a system in which unauthorized intentional or unintentional disclosure,
modification, destruction, or loss of an object may have occurred. Without limitation, the term
“compromise” includes copying the data through covert network channels, or copying the data to
unauthorized media, or disclosure of information in violation of any obligation imposed by this
contract.
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Data means a subset of information in an electronic format that allows it to be retrieved or
transmitted.

Government information means information (i) provided to Contractor by, or generated by
Contractor for, the using governmental unit, or (ii) acquired or accessed by Contractor as a result
of performing the Work. Without limiting the foregoing, government information includes any
information that Contractor acquires or accesses by software or web-based services, which
includes, without limitation, any metadata or location data. Government information excludes
unrestricted information.

Information means any communication or representation of knowledge such as facts, statistics,
or opinions, in any medium or form, including textual, numerical, graphic, cartographic,
narrative, or audiovisual.

Information system means a discrete set of information resources organized for the collection,
processing, maintenance, use, sharing, dissemination, or disposition of information.

Public information means any specific information, regardless of form or format, that the State
has actively and intentionally disclosed, disseminated, or made available to the public.
Information is not public information solely because it may be subject to inspection pursuant to
an unfulfilled public records request.

Software means any computer program accessed or used by the Using Governmental Unit or a
third party pursuant to or as a result of this contract.

Third party means any person or entity other than the Using Governmental Unit, the Contractor,
or any subcontractors at any tier.

Unrestricted information means (1) public information acquired other than through
performance of the work, (2) information acquired by Contractor prior to contract formation, (3)
information incidental to your contract administration, such as financial, administrative, cost or
pricing, or management information, and (4) any ideas, concepts, know-how, methodologies,
processes, technologies, techniques which Contractor develops or learns in connection with
Contractor’s performance of the work.

Web-based service means a service accessed over the Internet and acquired, accessed, or used
by the using governmental unit or a third party pursuant to or as a result of this contract,
including without limitation, cloud services, software-as-a-service, and hosted computer
services. [07-7B104-1]

INFORMATION SECURITY - SAFEGUARDING REQUIREMENTS (FEB 2015)

(a) Definitions. The terms used in this clause shall have the same meaning as the terms defined in
the clause titled Information Security — Definitions. In addition, as used in this clause—
Clearing means removal of data from an information system, its storage devices, and other
peripheral devices with storage capacity, in such a way that the data may not be reconstructed
using common system capabilities (i.e., through the keyboard); however, the data may be
reconstructed using laboratory methods.

Intrusion means an unauthorized act of bypassing the security mechanisms of a system.

Media means physical devices or writing surfaces including but not limited to magnetic tapes,
optical disks, magnetic disks, large scale integration memory chips, and printouts (but not
including display media, e.g., a computer monitor, cathode ray tube (CRT) or other (transient)
visual output) onto which information is recorded, stored, or printed within an information
system.

Safeguarding means measures or controls that are prescribed to protect information.

Voice means all oral information regardless of transmission protocol.
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(b) Safeguarding Information. Without limiting any other legal or contractual obligations,
contractor shall implement and maintain reasonable and appropriate administrative, physical, and
technical safeguards (including without limitation written policies and procedures) for protection
of the security, confidentiality and integrity of the government information in its possession. In
addition, contractor stall apply security controls when the contractor reasonably determines that
safeguarding requirements, in addition to those identified in paragraph (c) of this clause, may be
required to provide adequate security, confidentiality and integrity in a dynamic environment
based on an assessed risk or vulnerability.

(c) Safeguarding requirements and procedures. Contractor shall apply the following basic
safeguarding requirements to protect government information from unauthorized access and
disclosure:

(1) Protecting information on public computers or Web sites: Do not process government
information on public computers (e.g., those available for use by the general public in kiosks,
hotel business centers) or computers that do not have access control. Government information
shall not be posted on Web sites that are publicly available or have access limited only by
domain/Internet Protocol restriction. Such information may be posted to web pages that control
access by user ID/password, user certificates, or other technical means, and that provide
protection via use of security technologies. Access control may be provided by the intranet
(versus the Web site itself or the application it hosts).

(2) Transmitting electronic information. Transmit email, text messages, blogs, and similar
communications that contain government information using technology and processes that
provide the best level of security and privacy available, given facilities, conditions, and
environment.

(3) Transmitting voice and fax information. Transmit government information via voice and fax
only when the sender has a reasonable assurance that access is limited to authorized recipients.
(4) Physical and electronic barriers. Protect government information by at least one physical and
one electronic barrier (e.g., locked container or room, login and password) when not under direct
individual control.

(5) Sanitization. At a minimum, clear information on media that have been used to process
government information before external release or disposal. Overwriting is an acceptable means
of clearing media in accordance with National Institute of Standards and Technology 800-88,
Guidelines for Media Sanitization, at http://csrc.nist.gov/ publications/nistpubs/800-
88/NISTSP800-88 with-errata.pdf.

(6) Intrusion protection. Provide at a minimum the following protections against intrusions and
compromise:

(i) Current and regularly updated malware protection services, e.g., anti-virus, antispyware.

(if) Prompt application of security-relevant software upgrades, e.g., patches, service packs, and
hot fixes.

(7) Transfer limitations. Transfer government information only to those subcontractors that both
require the information for purposes of contract performance and provide at least the same level
of security as specified in this clause.

(d) Subcontracts. Any reference in this clause to Contractor also includes any subcontractor at
any tier. Contractor is responsible for, and shall impose by agreement requirements at least as
secure as those imposed by this clause on, any other person or entity that contractor authorizes to
take action related to government information.
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(e) Other contractual requirements regarding the safeguarding of information. This clause
addresses basic requirements and is subordinate to any other contract clauses or requirements to
the extent that it specifically provides for enhanced safeguarding of information or information
systems. [07-7B105-1]

INFORMATION SECURITY - LOCATION OF DATA (FEB 2015)

Notwithstanding any other provisions, contractor is prohibited from processing, storing,
transmitting, or accessing government information, as defined in the clause titled Information
Security - Definitions, outside the continental United States. For clarity, this obligation is a
material requirement of this contract and applies to subcontractors at any tier. [07-7B106-1]

INFORMATION USE AND DISCLOSURE (FEB 2015)

Except to the extent necessary for performance of the work, citizens should not be required to
share information with those engaged by the government in order to access services provided by
the government and such information should be used by those engaged by the government only
to the extent necessary to perform the work acquired; accordingly, this clause addresses basic
requirements for the Contractor’s use and disclosure of government information, which expressly
includes, but is not limited to, information provided by or obtained from the citizens.
Anonymizing information does not resolve the foregoing concern. This clause should be broadly
interpreted to effectuate this intent. Every obligation in this clause is material. Absent express
reference to this clause, this clause supersedes any other clause to the extent of any inconsistency
unless and to the extent the other clause provides greater protection for government information.
(a) Definitions. The terms used in this clause shall have the same meaning as the terms defined in
the clause titled Information Security — Definitions.

(b) Legal mandates. Contractor shall be permitted to use, disclose, or retain government
information to the limited extent necessary to comply with any requirement imposed on
Contractor by law. If it is necessary for Contractor to use, disclose, or retain government
information in order to comply with a law, Contractor shall provide using governmental unit
with written notice, including a description of the circumstances and applicable law, in advance
of such use, disclosure or retention except to the extent expressly prohibited by law.

(c) Flow down. Any reference in this clause to Contractor also includes any subcontractor at any
tier. Contractor is responsible for, and shall impose by agreement the requirements of this clause
on, any other person or entity that contractor authorizes to take action related to government
information.

(d) Collecting Information. Contractor must gather and maintain government information only to
the minimum extent necessary to accomplish the work.

(e) Rights, Disclosure and Use. Except as otherwise expressly provided in this solicitation,
Contractor agrees NOT to either (1) use or disclose government information, or (2) retain
government information after termination or expiration of this contract. Contractor acquires no
rights in any government information except the limited rights to use, disclose and retain the
government information in accordance with the terms of this solicitation. To the extent
reasonably necessary to perform the work, Contractor may: (i) use (including access, process,
transmit, and store) and maintain the government information itself; and (ii) disclose government
information to persons having a need-to-know (e.g., subcontractors). Before disclosing
government information to a subcontractor or third party, Contractor shall give the using
governmental unit detailed written notice of both the reason for disclosure and the identity and
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location of the recipient. The notice shall be provided no later than fifteen (15) business days in
advance of the disclosure.

() Return. Notwithstanding the using governmental unit’s failure to perform or the pendency of
a dispute, Contractor agrees to promptly deliver to the using governmental unit (or destroy, at the
using governmental unit’s option) all government information in its possession as and upon
written request of using governmental unit (provided that, if the contract has not expired or been
terminated, Contractor shall be excused from the performance of any work reasonably dependent
on Contractor’s further access to such government information).

(g) Privacy Policy & Applicable Laws. Without limiting any other legal or contractual
obligations imposed by this contract or the law, Contractor shall (a) comply with its own privacy
policies and written privacy statements relevant to the work, and (b) comply with (1) all laws
applicable to Contractor regarding government information, and (2) all laws and standards
identified in the clause, if included, entitled Information Use and Disclosure — Standards.

(h) Actions Following Disclosure. Immediately upon discovery of a compromise or improper use
of government information, Contractor shall take such action as may be necessary to preserve
forensic evidence and eliminate the cause of the compromise or improper use. As soon as
practicable, but no later than twenty-four hours after discovery, Contractor shall notify using
governmental unit of the compromise or improper use, including a description of the
circumstances of the use or compromise. As soon as practicable after discovery, Contractor shall
undertake a thorough forensic investigation of any compromise or improper use and provide the
using governmental unit all information necessary to enable the using governmental unit to fully
understand the nature and extent of the compromise or improper use. With regard to any
compromise or improper use of government information, Contractor shall: (1) provide any
notification to third parties legally required to be provided such notice by Contractor, and if not
(e.g., if legally required of the using governmental unit), Contractor shall reimburse using
governmental unit for the cost of providing such notifications; (2) pay all costs and expenses for
at least two years of identity theft monitoring services (including without limitation, credit
monitoring) and identity theft restoration services for any such affected individuals receiving
notice where such services are appropriate given the circumstances of the incident and the nature
of the information compromised; (3) undertake any other measures that are customary and
reasonable for an entity to take when experiencing a similar disclosure, (4) pay any related fines
or penalties imposed on the using governmental unit, and (5) reimburse the Using Governmental
Unit all costs reasonably incurred for communications and public relations services involved in
responding to the compromise or improper us. Notwithstanding any other provision, contractor’s
obligations pursuant to this item (h) are without limitation.

(J) Survival & Remedy. All the obligations imposed by this paragraph are material. The
obligations of this section shall survive termination or expiration of the contract. Without
limiting any rights the using governmental unit may have, and notwithstanding any other term of
this contract, Contractor agrees that using governmental unit may have no adequate remedy at
law for a breach of Contractor's obligations under this clause and therefore the using
governmental unit shall be entitled to pursue equitable remedies in the event of a breach of this
clause. [07-7B108-1]

INFORMATION USE AND DISCLOSURE - STANDARDS (FEB 2015)

To the extent applicable:

(a) Breach of security of state agency data; notification; rights and remedies of injured parties;
penalties; notification of Consumer Protection Division, S.C. Code Ann. 8 1-11-490.

2015 Interim Clause Set — Clause Text Only (Feb 2015)
Page 18



(b) South Carolina Financial Identity Fraud and ldentity Theft Protection Act (FIFITPA), 2008
Act 190, as amended. Solely for purposes of Section 39-1-90 of the South Carolina Code of
Laws, as amended, Contractor is deemed to be the owner of government information, as defined
herein, and Contractor agrees that the Using Governmental Unit is not a licensee.

(c) The South Carolina Family Privacy Protection Act of 2002, S.C. Code Ann. 88 30-2-10, et
seq.

(d) Personal Identifying Information Privacy Protection, S.C. Code Ann. 88§ 30-2-310 et seq.

(e) Data Breach Notification, 2014 Act No. 286, § 117.117, as revised in any future annual
appropriations act. [07-7B110-1]

OFFSHORE CONTRACTING PROHIBITED (FEB 2015)

No part of the resulting contract from this solicitation may be performed offshore of the United
States by persons located offshore of the United State or by means, methods, or communications
that, in whole or in part, take place offshore of the United States. [07-7B122-1]

RESTRICTIONS ON PRESENTING TERMS OF USE OR OFFERING ADDITIONAL
SERVICES (FEB 2015)

(@) Citizens, as well as public employees (acting in their individual capacity), should not be
unnecessarily required to agree to or provide consent to policies or contractual terms in order to
access services acquired by the government pursuant to this contract (hereinafter “applicable
services”) or, in the case of public employees, to perform their job duties; accordingly, in
performing the work, contractor shall not require or invite any citizen or public employee to
agree to or provide consent to any end user contract, privacy policy, or other terms of use
(hereinafter “terms of use”) not previously approved in writing by the procurement officer.
Contractor agrees that any terms of use regarding applicable services are void and of no effect.
(b) Unless expressly provided in the solicitation, public contracts are not intended to provide
contractors an opportunity to market additional products and services; accordingly, in performing
the work, contractor shall not — for itself or on behalf of any third party — offer citizens or public
employees (other than the procurement officer) any additional products or services not required
by the contract.

(c) Any reference to contractor in items (a) or (b) also includes any subcontractor at any tier.
Contractor is responsible for compliance with these obligations by any person or entity that
contractor authorizes to take any action related to the work.

(d) Any violation of this clause is a material breach of contract. The parties acknowledge the
difficulties inherent in determining the damage from any breach of these restrictions. Contractor
shall pay the state liquidated damages of $1,000 for each contact with a citizen or end user that
violates this restriction.

[07-7B212-1]

SERVICE PROVIDER SECURITY REPRESENTATION (FEB 2015)

The following obligations are subordinate to any other contract clause to the extent the other
clause specifically provides for enhanced safeguarding of government information, applicable
information systems, or applicable organizations. Offeror (i) warrants that the work will be
performed, and any applicable information system (as defined in the clause titled “Information
Security - Definitions”) will be established and maintained in substantial conformity with the
information provided in Offeror’s Response to SPSAQ); (ii) agrees to provide the Using
Governmental Unit with prompt notice of any material variation in operations from that reflected
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in the Response to SPSAQ; and (iii) agrees to comply with all other obligations involving either
information security or information use and disclosure imposed by the contract, notwithstanding
any inconsistent statement in Offeror’s Response to SPSAQ. To the extent Offeror’s Response to
SPSAQ does not conform to any other contractual requirements, the Using Agency’s lack of
objection does not constitute a waiver [07-7B217-1]

SOFTWARE LICENSING AGREEMENTS FOR STATEWIDE TERM CONTRACTS
(FEB 2015)

(a) Definitions. As used in this paragraph, these terms are defined as follows: "Software” means
any computer program identified by the solicitation. "Licensor" means an entity that owns the
intellectual property rights for an item of Software or has the authority to license or sublicense
the Software directly to the state. "Software licensing agreement” means any agreement,
regardless of how designated, pertaining to the intellectual property rights for or the right to use
any Software, including, but not limited to, any such agreement proposed prior to or after award,
including without limitation any such agreement that either is affixed to (e.g., shrink-wrap),
imbedded in (e.g., click-wrap), or in any way accompanies the Software upon delivery.

(b) Separate Agreement for License and Services. This contract will address all Work (excluding
the right to use the Software) and all terms regarding pricing, payment, and delivery of all
Software. An independent Software Licensing Agreement has already been entered between the
state and each applicable Licensor for all Software identified herein. Pursuant to this contract, the
state intends to pay contractor in order to acquire license rights from Licensor under terms
governed by the applicable Software Licensing Agreement. ACCORDINGLY, YOU MUST
NOT SUBMIT ANY SOFTWARE LICENSING AGREEMENTS WITH YOUR OFFER.
(c) Political Subdivisions. You agree not to fulfill an order or provide any software to a local
public procurement unit (see "Statewide Term Contract™ provision) unless and until you have
first presented to the unit a copy of the "Enrollment Agreement for South Carolina Public
Entities” (Exhibit A of the COTS Piggyback), for execution, and if signed, delivered a copy to
the applicable Licensor. For each Licensor, a unique version of the Enrollment Agreement for
South Carolina Public Entities form is attached. This requirement does not apply to software
licensed by a Licensor not identified on the list attached and entitled Enrollment Agreement
Applicability List. [07-07B223-2]

SOFTWARE LICENSING AGREEMENTS-SINGLE SOLICITATION (FEB 2015)

(a) Definitions. As used in this clause, these terms are defined as follows:

“Commercial Off-The-Shelf (COTS) Software” means software used with no customization and
for which source code is not made available to licensees.

“Configuration” means any customer-specific modification to software that does not require
changes to the software’s source code, such as rules-based, rules engine based, or parameter
driven modifications to configure the software.

“Customization” means any customer-specific modification to software that requires changes to
the software’s source code.

“Firmware” means software sold or licensed only in conjunction with machines, designed for
execution only on a machine with which it is provided, designed only for machines other than a
dedicated computer, and embedded into or installed on the machine by the machine’s
manufacturer or seller.

"Licensor" means an entity that owns the intellectual property rights for an item of software or
has the authority to license or sublicense the software directly to the using governmental unit.
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"Piggyback” means the document attached to this solicitation and entitled South Carolina
Standard Amendment To End User License Agreements For Commercial Off-The-Shelf Software
— Single Agency, which serves as South Carolina's standard amendment to a licensor's standard
software licensing agreement (regardless of how denominated, e.g., master software licensing
agreement, end user license agreement) for COTS. [Note: While the piggyback is generally
indicative of what the State finds acceptable, terms in a Licensor’s standard software licensing
agreement may need to be negotiated.]

"Software” means a combination of computer instructions and data definitions that enable
computer hardware to perform computational or control functions, excluding firmware.
"Software licensing agreement™ means any agreement, regardless of how designated, that defines
the intellectual property rights for, or the rights to use, any software product. A software
licensing agreement must address only terms directly associated with licensing the right to use
the software and must not address any of the work governed by the contract or any services
(other than warranty services regarding the software code or associated documentation).
“Software maintenance” means the process of modifying software after delivery to correct faults,
improve performance or other attributes, or adapt to a changed environment. (Reference ISO/IEC
14764:2006, as amended or superseded.) Software maintenance does not include any
customization or configuration.

“Software product” means any COTS which you propose to provide pursuant to the contract.
“Source code” means computer instructions and data definitions expressed in a form suitable for
input into an assembler, compiler or other translator.

(b) Contract and Software Licensing Agreement are Separate. The State seeks to establish related
but independent agreements, one with each applicable licensor of COTS and one with the
contractor - regardless of whether the licensor and the contractor are the same or different
entities. As provided in the clause titled “Bid / Proposal As Offer To Contract,” a contract
between the State and the contractor results from an award made pursuant to this solicitation. In
contrast, the State’s acceptance of your offer does not serve as the State’s acceptance of any
software licensing agreement; rather, software licensing agreements must be separately executed
in order to be binding, regardless of whether the license to use the software will be granted by
you or a third party. The contract, as defined in the clause titled "Definitions,” will address all
work (excluding the use rights for any software product) and all terms regarding pricing,
payment, and delivery of any software product. Accordingly, the State intends to pay contractor
in order to acquire license rights for any software product, but the license rights will be governed
by a software licensing agreement with the licensor.

(c) Critical Instructions. (1) Your offer must identify each software product you propose to
provide, identify the licensor, and explain which of the following licensing models apply: (i) you
intend to license (or sublicense) the item directly to the State, or (ii) you intend to "resell” or
distribute the item to the State (with licensing handled directly with the third-party licensor). You
should use the Software Table attached to this solicitation to assist you in providing this
information. (2) Your offer must NOT include any software licensing agreements; however,
for any software product identified in your offer, you must submit a software licensing
agreement upon request of the procurement officer. You must be prepared to provide any
requested software licensing agreement within one business day of receiving a request. (3)
Regardless of your licensing model, your price must include the cost of providing every software
product you propose to provide to the State and those terms will form part of the contract.
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(d) Pre-Condition of Award. If the work you are offering to perform is dependent upon the
licensing of a software product by the State and the State is unsuccessful in negotiating an
acceptable software licensing agreement for any software product for which it finds such an
agreement necessary, your offer will be rejected. To facilitate the timely and successful
negotiation of a software licensing agreement deemed necessary by the State, the State may ask
you, after opening but prior to award, to acquire from the licensor an executed copy of the
piggyback. You should communicate with the licensors for any major or critical software
product well in advance of submitting a proposal, and licensors should be informed that few
changes will be made to the piggyback. [The State already has, and continues to enter into,
standing, statewide, licensing agreements for a variety of computer programs. Without limiting
any of the above requirements, an applicable agreement may already exist for one or more items
of COTS you have identified.] [07-7B224-1]

STATEWIDE TERM CONTRACT (FEB 2015)

(a) With this solicitation, the state seeks to establish a term contract (as defined in Section 11-35-
310(35)) available for use by all South Carolina public procurement units (as defined in Section
11-35-4610(5)). Use by state governmental bodies (as defined in Section 11-35-310(18)), which
includes most state agencies, is mandatory except under limited circumstances, as provided in
Section 11-35-310(35). See clause entitled "Acceptance of Offers 10% Below Price™ in Part
VI1.B. of this solicitation. Use by local public procurement units is optional. Section 11-35-4610
defines local public procurement units to include any political subdivision, or unit thereof, which
expends public funds. Section 11-35-310(23) defines the term political subdivision as all
counties, municipalities, school districts, public service or special purpose districts.

(b) The State shall be entitled to audit the books and records of you and any subcontractor to the
extent that such books and records relate to the performance of the work. Such books and records
shall be maintained by the contractor for a period of three years from the date of final payment
under the contract and by the subcontractor for a period of three years from the date of final
payment under the subcontract, unless a shorter period is otherwise authorized in writing by the
Chief Procurement Officer.

(c) As used herein, “additional contract terms” means additional terms not otherwise allowed by
the “Purchase Orders” clause. Notwithstanding the “Purchase Orders” clause, a purchase order
may include additional contract terms but only if and to the extent necessary (i) to comply with a
requirement directly related to the work and imposed on the Using Governmental Unit either by
law or as a condition of using state or federal assistance, grant, or contract funds, or (ii) for the
Using Governmental Unit to impose organizational, operational, or technical security measures
designed to protect the integrity, availability, or confidentiality of the Using Governmental
Unit’s data. Contractor may decline to honor a purchase order including additional contract
terms. [07-7B225-2]

USF Part I X Attachments to Solicitation:

SERVICE PROVIDER SECURITY ASSESSMENT QUESTIONNAIRE (FEB 2015)
[09-9025-1]
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SOUTH CAROLINA STANDARD AMENDMENT TO END USER LICENSE
AGREEMENTS FOR COMMERCIAL OFF-THE-SHELF SOFTWARE - SINGLE
AGENCY (FEB 2015)

[09-9030-1]

SOFTWARE TABLE (FEB 2015)
[09-9035-1]
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